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find a competitive advantage over their rivals by merging more functions into a limited
range of smaller devices. ICT investment will also be driven by new business models that
help sustain the insertion of new technologies. Significant changes are likely to be
observed in applications, mobile devices, and tailored information and interaction modes
rather than in infrastructure. Constrained investment in infrastructure will be perceived as
a factor that stifles innovation in the developed world, but arguably less so in the
developing world, which has the potential to ‘leap-frog’ a generation of fixed infrastructure
technologies.

ICT is likely to be so pervasive that people, across the globe, can be permanently
connected

In addition, there will be far-reaching improvements in processing power and data
storage®* resulting from innovations such as spintronics®*’ in silicon. Improved
architectures enabled by advances in grid computing, photonics and possibly quantum
computing (which may increase processing capabilities by 100 billlion times), are also
likely to lead to more intensive, diverse and perverse applications. Wearable and
implanted wireless ICT is likely to become available to all that can afford it.

236

s Such as Magneto-resistive Random Access Memory.
7

Spintronics involves manipulating a property of electrons called spin and its research has enabled ultra dense memory in
hard drives. Manipulating electron spin using magnetic fields can switch light being guided through metals used for
information processing, including routing infrared light in optical communications or, modified for lower-frequency
electromagnetic waves, and processing radio signals in cell phones.
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Network Growth. Technological advances, and a greater understanding of social,
physical and virtual network behaviour, will converge to drive new types of network
architecture and applications. These will be increasingly accessed by remote and
distributed means. Technology applications such as those supporting social networking
will continue to reconfigure and enable new social models and means of interacting. This
will raise fundamental issues about privacy, security, legal frameworks and the
mechanisms for influence. The rate of growth of hardware development is unlikely to
reduce before 2020, and software technology may fail to keep pace with these advances,
contributing to an increasing proportion of major project failures. The growth of many
networks is unlikely to be governed by top-down planning; such growth is likely to occur in
a decentralised manner, often analogous to nature. In order to improve effectiveness and
reduce vulnerability increased understanding of network topology and nodal behaviour,
including people, will be required.
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Figure 17 — The MetaWeb?®

There will be changes in network technology driven by: the need to improve end-to-end
security; the requirement to support large numbers of Internet-enabled devices; and the
ability to directly convert from optical to wireless connectivity. The evolution of ICT
devices will be driven by their increasingly wide range of applications and rising demand
by society. Increased Internet penetration across the globe, particularly in heavily
populated areas, will influence Internet content and ownership.

2% Radar Networks & Nova Spivack, 2007 at www.radarnetworks.com
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Figure 18 — Global Internet Penetration

Advances in Simulation. Advances in social science, behavioural science and
mathematical modelling will combine, leading to more informed decision making.
Advanced processing techniques and computational power will permit a more
comprehensive level of modelling, potentially enabling more effective pattern recognition.
This is likely to improve the identification, representation and explanation of systems and
processes. As a result, simulation will become an increasingly powerful tool to aid policy
and decision makers. Simulation will also blur the line between virtual and real
environments.

Virtual Databases. Networks will undergo continual evolution of form not just scale. For
example, incremental development of the ‘semantic web’?*® will occur, enabling machines
to recognise, identify, capture, manipulate and interpret data with minimal or no human
intervention. The semantic web, and associated technologies, will effectively create an
integrated data store, with an unprecedented level of access that can be exploited by
reasoning technigues to provide more sophisticated forms of analysis. The exploitation of
these techniques may expose hitherto unseen patterns, interactions and associations,
with potentially wide-ranging, unforeseen and unpredictable consequences. Sophisticated
data-mining tools will include automatic data reduction/filtering along with automated
algorithmic analysis to enable faster access to relevant information. Virtual Knowledge
Bases will store knowledge extracted from traditional documents or messages within large
meta-data (database) structures, and in logical formats that intelligent software can
interpret. Virtual Knowledge Bases will provide: improved searching and alerts to stored

2 The ‘semantic web' is the abstract representation of data on the World Wide Web, which makes more of the content able
to be processed by computers as opposed to humans. This facilitates more automated assistance and more effective
discovery, integration, dissemination and reuse.
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information; the ability to answer questions across the whole knowledge store in near
natural language form; and automated situation reports on demand and in response to
events to enhance situational awareness.

Risks and Benefits

Cryptography. The requirement to maintain high grade cryptographic security will be
imperative for commercial, defence and security requirements. Potential developments
such as ‘quantum key distribution’ will aim to guarantee secure communication between
users, preventing and also detecting any information interception attempts. However, the
advent of quantum information processing, before the widespread application of quantum
encryption, may exponentially increase the speed and effectiveness of attacks on data,
meta-data®*® structures, networks and underlying infrastructures. Development of
algorithms, such as Shor’s,*** will break crypto keys with a one-way function, and make
public key systems vulnerable to attack, increasing the susceptibility of coded information
to be deciphered. Further challenges will arise if quantum computing can be realised
before 2040; potentially stagnating other developments in either encryption or processing.

Authenticity of Information. The information environment will become increasingly
crowded, with a proliferation of traditional web-page based sites,?*? instant messaging and
voice over Internet Protocol applications,*** and new forms of social media.?** Information
will increasingly be transient in nature, generated and tailored to meet need, provide the
context to queries, and interact with cyberspace by these and more advanced mediums.
As a consequence it will become progressively more difficult to identify sources and
validate the information that has been provided. Access to personal data, and its
subsequent exploitation, will have to be safeguarded with commitments to protect user
privacy and control. The majority of new content will be ‘opinion-based’, rather than formed
through objective analysis and peer review, and may start to alter collective perceptions of
truth. The continuing rise of the Internet will also give rise to different models for social
interaction. Of increasing significance will be the ability to create, and support, online
grouping by interests rather than by geography. This will be enhanced by unlimited
contribution, and may be unconstrained by societal pressures, such as self-regulation or
peer consensus. Combined with the increased timeliness and volume of information, this
will challenge effective and precise decision-making at all levels. Society will increasingly
use new media, relying on the Internet, rather than traditional sources such as
newspapers. The impact of mobile phone videos posted on the Internet has transformed
public confidence, scrutiny and interaction with institutions, forcing official organisations to
respond to micro-events perceived to be of disproportionate significance to the public.
Empowerment through the use of the Internet is likely to increase public demand for
transparency and accountability.

20 Meta-data is structured data and describes the characteristics of a data resource.

2! polynomial-Time Algorithms for Prime Factorization and Discrete Logarithms on a Quantum Computer — Shor, P.W,
SIAM Journal on Computing, volume 26, issue 5, 1997.

2 Eor example, the number of Internet hosts worldwide grew by a factor of 15 between 1998 and 2008.

3 Current examples include, Skype, ICQ, and Windows Live Messenger.

24 Current examples include blogs, wikis, podcasts, photo and music sharing, social networking.
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Avatars and e-ldentity. The increasing pervasiveness of ICT will result in individuals or
groups creating multiple personalities and identities for work, financial and social means,
for legitimate and illegitimate reasons. The ability to identify people unambiguously in
different environments will become more complex, having significant implications for
tracking extremist groups, organised criminals and terrorists, and making the application
of justice, often across national borders, problematic. Trusting the e-identity of other
parties in e-transactions needed for secure, successful global commerce will be fraught
with difficulty.?*®

Behavioural and Cognitive Science. It will be more difficult to quantify the direct
application of advances in cognitive science than it is in nanotechnology or biotechnology.
However, indications are that certain interdisciplinary advances, such as neuro-imaging
technologies, may make the mapping of brain activity with behaviour more reliable.
Modelling techniques are likely to become more powerful and increasingly capable of
more accurately understanding the complexity of human behaviour and performance at
various scales, and over different time constants.

Advances in neuro-imaging may make the replication of brain activity more reliable

Understanding and describing such phenomena may lead to an ability to ‘map the human
terrain’, linking intelligent socio-technical systems, with experiential learning and other
information parameters such as culture and language. Extending cognition via new
technologies, potentially through direct, seamless brain-machine interfaces, is likely to be
facilitated through ‘cognitive prostheses’ that either augment or enhance vision, language,
auditory, learning and memory capabilities. These devices will seem like modular ‘plug-
ins’, and at other times, an entire cognitive system. Examples may include a ‘bionic eye’
using an electronic contact lens as a display or a medical sensor, or brain implants with
electronic chips to aid memory and restore other cognitive functions. In addition,
notwithstanding the potential ethical and legal issues, future drugs may be used to
enhance the cognitive faculties of people, provide the ability to detect and identify
potential intent, and manipulate the cognition senses to install the effects of fatigue or
fear.

2% Research is underway to try and resolve this issue using a concept called zero knowledge proofs, Lysyanskaya A,
Brown University, Providence, Security and Privacy, Institute of Electrical and Electronics, May-June 2007, Volume: 5,
Issue: 3, pages 69-71.
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Risks and Benefits

Human Behaviour. New imaging technologies that can assess brain structure, function and
metabolism will revolutionise human behaviour sciences. Understanding the genetic
information associated with the development of brain and peripheral nervous systems and
known genetic markers may assist in describing the human susceptibilities to brain injury,
and identifying which pharmacological agents may be used to sustain performance. These
approaches may be used to optimise human performance, and lead to real-time remote
monitoring of personnel through mood detectors and sensors. This could minimise
psychological and physical imbalances caused by extreme conditions of duress, fatigue,
information overload, and the exceeding of an individual's ability, that lead to errors.
Although neural signalling agents are likely to assist in understanding the brain activity
associated with evoking cooperation and trust, they may also indicate neurological changes
that characterise confrontation.

The Role of Artificial Intelligence. To deliver intelligent machines, further maturation of
Artificial Intelligence techniques and technologies will be required. However, specific
approaches for improving machine intelligence are progressing in the areas of the
expression of emotion, language interaction, and face recognition. These will be used as
interim substitutes before direct machine intelligence is realised. Research will seek to map
or ‘reverse engineer’ the human brain, in order to understand the ‘software of the human
mind’. This work is likely to lead to the development of ‘neural models’ which, combined
with other systems, such as sensors, may provide more human-like qualities for machine
intelligence. The simulation of cognitive processes using Artificial Intelligence is likely to be
focused, in the short term, on probability and pattern recognition and, in the longer term, to
aid knowledge management and support decision-making, with potential diverse
applications across government and commerce. Reliance on Artificial Intelligence will
create new vulnerabilities that are likely be exploited by criminals, terrorists or other
adversaries.

Personalised Education. Advances in the understanding of human cognition and efforts to
measure cognitive potential are likely to reshape the educational environment. Screening
(genotyping and brain imaging) for cognitive abilities and handicaps will enable and shape
personalised education, leading to a decline in traditional models, with new emphasis on
online, on-demand and automated interactive training and tutoring, where providers of
education and training may also become the managers of learning.

Visual Analytics.?*® Research on perception and integration of visual motor information will
lead to virtual reality improvements. Visual Analytics will become a full blown ‘interaction
science’ that optimises virtual reality and other environments to fit the constraints of human
cognition to optimise the processing of large data sets.

8 The science of analytical reasoning facilitated by interactive visual interfaces.
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Biotechnology. Biotechnology encompasses a wide range of issues entailing the
biological modification of organisms and non-living materials to develop new properties,
which have application in medicine, food science and agriculture, and industrial
manufacturing. Developments in biotechnology are likely to be swift as indicated by the
significant increase in global biotech revenues ($23 billion in 2000 to $50 billion in 2005)
and the purchase by large pharmaceutical companies of ‘biotech’ firms in order to secure
the most effective avenues for future drug development. The biotech industry has the
potential to resolve resource issues and significantly improve healthcare. However, it is
also likely to lead to new WMD threats, such as the delivery of lethal pathogens that could
be targeted against specific groups. Biomedical developments are likely to see a
disproportionate number of breakthrough events, similar to those achieved by physics in
the 20th century. These developments will be driven by evolving challenges in public
health, including an ageing population, health care disparities, emerging or re-emerging
infectious diseases, and diseases that reflect the pressures of modern societies such as
obesity and mental illness. The high initial cost of biotechnology R&D and the large
variation in the quality of processing, delivery and distribution networks are likely to make
the application and benefits of biotechnology uneven. Advances in the understanding and
the subsequent manipulation of DNA will lead to significant progress in many areas, such
as genetic engineering and microbiology. Stem cell and tissue engineering may offer
novel forms of treatment for missing, damaged or diseased tissue.

Biomedical advances, such as the genetic modification of mosquito larvae, will be
driven by evolving challenges in public health
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Specific areas of interest will be where biology intersects with other sciences (for example
biomimetics)**’ possibly realising a wide range of diverse applications. These include: the
design and manufacture of synthetic biological functions and systems; screening and
filtering pathogenic genomes for desirable gene attributes; and the personalised delivery
of medicine using pharmacogenomics.?*® Other developments will offer the ability to
engineer specific cells and bacteria. Human genome mapping has led to research in
gene manipulation which may eliminate hereditary diseases and birth defects. Prediction
and screening for conditions may be accurately performed before symptoms become
apparent. The costs and time-cycle for DNA system design, sequencing and synthesis
will continue to reduce, with significant reduction in design-to-synthesis timescales.
Biotechnology also has the potential to increase food production by improving yield,
resilience, quality and nutritional value. Genetic modification will be used to produce
healthier foodstuffs. For example, ‘golden rice’ containing fortified Vitamin A is already
available in Africa and South East Asia.

Risks and Benefits

Life Extension. An increase in human life span is likely to occur through the better control
or eradication of degenerative diseases and cancer, precisely customised drugs, gene
therapy and the mitigation of ageing (and possibly even reversal of ageing
characteristics). While increasing life span is likely to be a global phenomenon,
disparities will remain according to socio-economic status, race and geography. The
Western world will maintain an advantage through better medical and health care,
sanitation, diet and quality of life. Projected quality of life will also improve through the
use of regenerative medicine, tissue engineering, ‘bio-gerontechnology’,?*° bionic
implants, memory enhancing drugs, increased use of animal transplants or human organ
cloning, and the development of artificial sensors capable of interfacing with the human
mind. The sequencing and reading of the human genome is likely to lead to medical
advancements and preventative treatments. Delaying the onset of biological ageing may
lead to improved knowledge retention, particularly with those seeking to delay retirement
from employment. However, the consequences of increased longevity will put huge
demands on resources, including the provision of social care and pensions, medical care,
food and employment. The development of medical prostheses, and biological autonomic
tools, such as artificial immune systems, may augment and enhance human physical
capabilities, while reducing stress and fatigue. Biomechanical and electronic systems,
such as exoskeletons, will be closely integrated to individual user interface devices to
gain effective use. Such augmentation capabilities will house wearable sensors, coupled
with actuators to monitor and respond to limb movements. This provides the wearer with
increased strength, endurance and dexterity. Use, and distribution, of these
developments will raise significant ethical issues in some parts of the world.

7 Bijomimetics is the concept of taking ideas from nature and implementing them in another technology, such as

engineering, design or computing.

% The branch of pharmacology which deals with the influence of genetic variation on drug response in patients.
9 Related technologies that offer the means to accomplish control and improvement in the human condition, and
improvements in lifespan.
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Proliferation. The ready availability of biotechnology-related equipment and precursor
materials, with associated decreasing costs, will create new dual-use purposes that lower
entry barriers for everyone, including those intending deliberate misuse. Potential
exploitation and effective weaponisation by individuals, groups, or states may allow the
design and insertion of new and highly virulent biological-weapons and synthetic agents,
using novel delivery systems, to target humans, materials or crops. Focus may be
directed towards: the misuse of naturally occurring pathogens; exploiting mature bio-
processing technologies; rendering vaccines ineffective; and enabling the evasion of
diagnostic and detection modalities. The wide availability and increased pace of DNA
sequencing technology, coupled with the greater knowledge of pathogenic genomes, will
enable the development of lethal pathogens that are resistant to a wide spectrum of
antibiotic and antiviral therapies. As the technologies become widely used and
accessible, the manipulation of genomes will require less specialist scientific knowledge.
The incidence of ethical, cultural, religious or legal controls and constraints is likely to be
uneven, offering those with less regulatory constraints a potentially asymmetric
advantage.

Advances in Material Science. The design and manufacture of materials at the molecular
level will result in ‘designer’ materials, with in-built capabilities to sense and modify their
behaviour or functionality, introducing a new manufacturing paradigm. Most advances are
likely to occur where material science combines with, or adopts, principles employed with
other innovative disciplines including electronics, nanotechnology and biology. Smart
materials,”° such as shape-changing memory alloys, that sense and respond both to their
control systems and operating environment, will have wide applications, for example in jet-
engine noise reduction. These materials will also possess the ability to indicate the need
for, and potentially undertake, self-repair or maintenance. The developments in
nanotechnology are likely to lead to: improved resistance to extreme pressure and
temperature; greater elasticity, without loss of toughness; and step changes in tensile
strength, already evident in the development of carbon nano-tubes. There will be
increased opportunities for biologically developed smart materials. Smart nano-materials
will facilitate the development of textiles that detect biotoxins, such as microbial cross-
infections, in the environment, and protect the wearer against infection. ‘Meta-materials’
will have significant impact on stealth and countermeasures, providing opportunities to
manipulate visible light, and utility in sensors. More efficient batteries, as well as energy-
saving materials and devices, will be manufactured using smart materials. They will
transform the construction, maintenance and performance of infrastructure, machinery
and transport, making equipment lighter and more enduring. The production of new
materials will be possible by processing under the extremes of temperature and pressure,
under which conditions inert atoms or molecules may combine to change their structure
and properties. New materials will also enable exploration into increasingly hostile and
inaccessible environments including: the exploration of space; deep underground; deep
underwater; and heavily contaminated environments. Their use may help to deliver
breakthrough events.

%9 Materials in which certain properties (structural, thermal, optical etc) can be significantly altered in a controlled manner by

external stimuli or environment.
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New Energy Technology. New sources of power generation will become commercially
available and viable before 2040. Out to 2020, while advances may be evolutionary
rather than revolutionary, the efficient use and management of power will increasingly be
a key driver, particularly for the design of new devices. Hybridisation, along with fuel
additives and smart design, will improve the energy efficiency of engines. Smart,
conformal designs for low-power systems for efficient charge recovery, and the use of
power scavenging techniques, will be examples of potential innovation. For short periods
of operation, batteries are likely to remain the preferred power source; however, as energy
demands increase, improved fuel cells adapted to suit the operating environment may
become the preferred option for longer operations. Nonetheless, demand for traditional
lithium-ion type batteries, will increase due to an increased uptake of hybrid and electric
vehicles.

Other developments in battery technology will see advances in lithium-ion batteries or
super-capacitors and emerging batteries based on new chemistries such as carbon,
aluminium, zinc with air, and lithium-sulphur. Developments will also include the use of
alternative cathode and anode materials such as lithium-iron phosphate and lithium-
titanate, promoting safer use by avoiding the failure mechanisms of traditional lithium-ion
batteries, while providing cost effective alternatives. The requirement for the power
network to connect billions of devices, and operate reliably, may see the use of ‘smart
power grids’ for effective electricity distribution. The grid will be flexible, accommodating
distributed power generation from renewable sources and energy-efficient techniques.
However, there may be a slow adoption of these technologies by utility firms until the
technologies become mature and reliable. Bio-fuels will increase in importance, although
initially they may be constrained by the perceived impact on the energy balance,
environmental footprint, food supply, and changing lifestyles and diets. Other issues to be
resolved will include the longevity of bio-fuels and legacy issues of compatibility with
existing equipment, though this is likely to be addressed by future generations of bio-fuels.

Synthetic fuels from alternative hydrocarbon sources will become increasingly important
and may contribute to the energy security of some nations. Solar power will become more
efficient, less expensive, and more widely used. Harnessing solar energy from space will
gain increasing attention, although this source faces several major challenges including:
transferring power efficiently to the surface; infrastructure costs; and the potential to
initiate confrontation in space. There is likely to be a strong market for smaller, more
efficient autonomous power supplies, which is likely to lead to accelerated research in
ethanol, methanol, hydrogen and radical fuel cell options. The future of hydrogen and fuel
cell vehicles will largely depend on developments in the availability and capability of
hydrogen infrastructure and storage systems. Although there will be renewed interest in
power beaming, including the resonant magnetic field approach to reduce losses, the
challenges of range, efficiency and safety will need to be overcome.
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Nanotechnology. Nanotechnology focuses on manipulating matter at the atomic and
molecular scale, generally at less than 100 nanometres in size. At this size, and using
other scientific disciplines, the characteristics of matter can be changed. This will create
new and unique properties with profound and diverse applications. Advances in
nanotechnology, at the interdisciplinary frontier where physics, chemistry and biology
meet, will be a key enabler of technological advance, involving: new additives and
coatings; materials and sensor development; and medical treatments and heath
diagnosis. Products will be smaller and more energy efficient. They will be designed and
manufactured with atomic precision and less production waste. Out to 2020, defence
applications, in convergence with other disciplines, are likely to be predominantly in
sensors, electro-optics and materials, including biologically active agents and surface-
engineered materials. Additionally, integrated nano-devices will lead to the emergence of
small, swarmed and autonomous systems. The application of nanotechnologies, whether
through materials or devices, will become pervasive and diverse, particularly in
manufacturing (strong lightweight materials for transportation applications), synthetic
reproduction, novel power (battery) sources and health care (targeted drug delivery and
augmented medical treatments).
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Risks and Benefits

Nanotechnology Side-Effects. Nanotechnology applications will raise concerns over
potential health effects and environmental impact.>®* Subsequent action may lead to
tracking and regulating the diversity of applications and products®? as well as the impact
on the dynamics of development, especially in the domain of life sciences. Developments
in nano-scale delivery systems, capable of specific targeting and crossing biological
barriers, may lead to an enhanced risk of misuse. Nanotechnology may also provide the
physical and chemical means to produce or have ready access to miniaturised
undetectable materials to conceal or protect the degradation of dangerous biological-
chemical agents; this raises serious issues over proliferation and detection of these
materials.

Autonomous Systems and Robotics. As the information revolution continues, there will be
a pervasive and dramatic growth in the role of unmanned, autonomous and intelligent
systems. These systems will range in size from meshes of small sensors and
personalised robots, which replicate human behaviour and appearance, to a cooperative
plethora of intelligent networks or swarms of environmental-based platforms, with the
power to act without human authorisation and direction. Systems will exhibit a range of
autonomy levels from fully autonomous to significantly automated and self-coordinating,
while still under high-level human command. Systems may have human-like mobility and
user interfaces to act as assistants, while other designs may consist of collaborative
networks of smart sensors, weapon systems or transportation platforms, treated as smart
tools. Developments will be enabled by advancements in: miniaturisation; low cost and
high performance computation; novel and efficient power sources; sensors; sense-making
and communications. As systems and platforms become smarter, the interaction between
automated and human components within the wider system will pose significant
challenges, bound only by legal and operating barriers. For example, humans will be
increasingly challenged by the complexity of controlling multiple autonomous systems and
interpretation of the associated information. As the pace of technological change
increases and the difficulties of fusing several technologies are overcome, humans unable
to cope may become redundant and be replaced by intelligent machines, or upgraded
through technology augmentation.

Risks and Benefits

Public Perception. Continuing public aversion in the developed world to military
casualties, will spur the further development of autonomous systems for a variety of dull,
dirty and dangerous tasks. However, the perception that autonomous systems could
cause harm to civilians and civilian property, as a result of system malfunction for
instance, is possible.

%1 Massachusetts Institute of Technology (MIT) Review. Royal Commission on Environmental Pollution, Novel Materials in
the Environment: The Case of Nanotechnology, November 2008.
2 Congressional Research Service, Nanotechnology and US Competitiveness, 15 May 2008.
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Societal Impact. Autonomous systems, in particular robots, may enable and support
independent living for the ageing population, using machines to mitigate human
weaknesses, particularly in rehabilitation, but also exploiting human strengths. Robots will
provide increasing competitiveness in manufacturing, and are likely to play a key role in
our homes and lives. Though quality of life may improve, reduced dependency on both
large professional and low skilled human labour workforces may result in other societal
pressures. Human-like sentient and servile companions may be more acceptable than
conventional mechanical types that provide specific functions. Design will be further
driven by the extension of human instincts, interests and skills. Humanoid robots may
also carry out child-minding activities; studies have shown children to be highly responsive
to robots, creating interest and curiosity, with close bonding and attachment, treating them
as friends rather than as toys.?*>** These robots will have enhanced human-machine
interactions, controlled by remote care-givers. Reservation towards robots may be more
easily overcome by the younger generation growing-up in a highly technological world and
accustomed to such technologies.

Education and Training. Intelligent tutoring systems and avatars may be developed to
interactively aid teaching students, particularly those with learning difficulties. They may
have the ability to understand when pupils are confused, then focus and tailor material for
personalised individual learning.

Ethical and Regulatory Practices. In the Laws of Armed Conflict (LOAC), the lawfulness
of an attack on a military objective must be kept under review during the planning stage
and execution phase; attacks are cancelled or suspended where it is realised that a target
is not a military objective, or that disproportionate collateral damage will result. While the
desire to minimise military casualties will spur the further development of autonomous
systems for a variety of tasks, involving risk to human life, the extent to which autonomous
systems can meet the requirements of the LOAC will determine how widespread their use
would become. While technology matures quickly and brings innovation, LOAC principles
and specific weapons’ laws will evolve more slowly. However, certain established legal
principles, such as the prohibition of weapons that cause superfluous injury or
unnecessary suffering, will remain extant and are likely to influence their development.

At the tactical level, rules of engagement will adapt to take account of autonomous
capabilities and, in some circumstances, are likely to limit their utilisation. However, the
delivery of lethal effect by armed autonomous systems will raise ethical, as well as legal,
difficulties, and a code of ethics is likely to develop.?®®> While technology does not reduce
accountability, proliferation will make autonomous systems available to various state and
non-state actors who will resist, or ignore, legal or ethical restrictions, creating a multi-tier
application of moral and regulatory practices.

3 Sharkey N, Ethical Frontiers of Robotics, Science: Volume 322, no 5909, pages 1800-1801, 19 December 2008.
¥ Tanaka F, Cicourel A, Movellan J.R, Socialization Between Toddlers and Robots at an Early Childhood Education
Center, Proceedings of the National Academy of Science, Volume ,194, number 46, 2007.

%% More detail available at http://thics.calpoly.edu/ONR_report.pdf
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Hot Topic - Cyberspace

From a national defence perspective, a number of underlying themes emerge. Offensive
cyberspace capabilities will be used to penetrate and attack electronic-rich systems,
networks and infrastructure. Recognition of malign intent and attribution will often be
difficult. As civilian and military environments become increasingly dependent on
integrated networks, and with space-based assets exclusively relying on the
electromagnetic spectrum to receive or transmit data, the impact of cyber-attacks is likely
to range from incremental to catastrophic.

Although people will remain the focus of the information domain, whether perception or
reality, the degree of control will fluctuate. Central to the effective manipulation and
management of the cyber domain will be control of the technological development and
the mental capacity to understand how best to use the derived data. The complex
interactions between cyberspace and ICT will be tightly coupled and vulnerable to attack.
This may lead to cascading failure and emergent behaviours requiring mitigation through
resilient design or the graceful degradation of systems when under stress or attack.

There will be novel threats. Some actors will identify the cyber vulnerability of potential
adversaries and recognise that exploiting such vulnerabilities in times of conflict is less
expensive than conventional warfare, and more difficult to detect, attribute and prove.
Conversely, the technological leap made by developing states, for example moving to
wireless networks, also renders them more vulnerable to cyber-attack than legacy fixed
infrastructure. Examples of the use of cyber-technologies to influence strategic and
tactical outcomes have been seen in Estonia and Georgia. Extensive ‘denial of service’
attacks contributed to both the military and economic pressures on the target
government. While no state acknowledged itself as the perpetrator, such attacks as part
of a unitary approach to conflict will become routine.

The incidents of cyber-espionage, cyber-terrorism and cyber-criminality will increase,
especially across distributed virtual communities, raising ethical dilemmas. Protection of
cyber assets will extend into active defence of civilian logistics and other supporting
contractor organisations. Civilian and military information infrastructures, national and
coalition, will co-exist and superimpose with ever-changing boundaries. This will require
constant refreshing, posing major and novel problems for security. Defending and
ensuring continuity of such interdependent systems will require trusted government and
industrial partnerships, and the adoption of new approaches to ethical and technological
cyber-management. Information infrastructure personnel will require a significantly
different approach from physical infrastructure protection teams.

At the international level, the few existing laws concerning control of cyberspace will be
reviewed, but national interests concerning the military use of cyberspace will delay
progress towards agreement. The security and intelligence consequences will continue
to be debated within the legal frameworks. However, their interpretations will often lag
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behind technology uptake and emerging forms of social and criminal behaviour.
Conversely, it is likely that the role of organisations such as the International
Telecommunication Union and the UN Internet Governance Forum will increase in relation
to policing standards, dealing with intellectual property rights issues, and imposing
regulations.

In the military context, the vast quantities of sensor data (which such systems will be able
to process at up to one billion MIPS)?*° have the potential to provide a more
comprehensive view of the battlespace. Such processing power may also be deployed to
provide a rapid and more extensively modelled set of alternative courses of action. These
will be available on demand, in near-real-time, across a grid services architecture.”®’ Core
technologies that enable such architectures are likely to be widely available. Open source
information and intelligence collection, coupled with increased capacity of commercial-off-
the-shelf*® technology and data-mining, will provide opportunities for global technological
parity. Such parity may shift the balance of commercial advantage, raise the spectre of
privacy concerns, and potentially aid targeting by terrorist groups and adversaries.

By 2040 the evolution of ‘non-human like’ intelligence®® in cyber-technologies will
introduce radically different computational processes. Coupled with convergence of
potential breakthrough fields such as quantum-, nano-, bio- and human sciences,
application of non-human-like Intelligence to the cyber battlespace will potentially result in
disruptive technologies.

Civilian and military information infrastructures will co-exist and superimpose with
ever changing boundaries

%8 MIPS: million instructions per second is a general measure of computing performance and, by implication, the amount of

work a larger computer can do.

%7 The Open Grid Services Architecture describes an architecture for a service-oriented grid computing environment for
business and scientific use, developed within the Global Grid Forum.

%8 commercial off-the-shelf (COTS) is a term for software or hardware, generally technology or computer products, that are
ready-made and available for sale, lease, or license to the general public.

%% Non-human-like intelligence may be able to model complex systems such as climate in far greater detail than at present.
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Hot Topic - Space

Space divides into 3 communities of users: civil space, commercial space and security
space. Much of the hardware is shared and the space launch industry supports all
sectors, often simultaneously. Civil space encompasses pure science, such as
astronomy, scientific applications, such as climate monitoring, and most manned space
flight. The majority of commercial users provide services to terrestrial consumers through
Satellite Communications (SATCOM), including broadcasting and satellite-based
information systems, predominantly Position, Navigation and Timing (PNT) information.
Security space incorporates military uses of PNT and SATCOM, state surveillance
capabilities and uniquely military applications, such as nuclear detonation detection and
missile launch warning. Space Situational Awareness (SSA), once principally the concern
of security space users, is gaining importance in commercial space, as orbits become
crowded and debris threat levels increase.

Civil space activity is often a source of national prestige and is characterised by
international cooperation. Both aspects will continue, though as ambitions increase in
areas such as inter-planetary exploration, cooperation will probably intensify. Developing
nations will continue to enter the civil space arena, with assistance from established
players providing a conduit for major power influence. Manned exploration of the Moon is
likely to resume and may extend to Mars. The space tourism sector is developing and will
continue to do so. Any discovery of life beyond Earth would be a strategic shock with
significant cultural repercussions.

The commercial space sector will continue to grow. Some players levy small charges on
mass-market end-users, such as SATCOM customers and broadcast recipients, while
others provide bespoke services, such as specialist imagery, to a much smaller number of
users. There will be a growing awareness of the extent of dependency on space
capability for daily existence, though the continuing incorporation of space-dependent
components, and systems within consumer products will make dependency and resilience
hard to characterise. Growing analysis by states to ascertain their dependence on space
is likely to mitigate the more obvious vulnerabilities by, for example, insisting on back-up
systems for critical utilities. Commercial pressures, from insurers and others directly
exposed to risk, are likely to lead to increased commercial investment in SSA, possibly in
conjunction with national and international authorities and agencies.

Emerging and rising powers may make their first foray into space in the commercial or
civil sectors, but the attractions of exploiting security space will endure. Non-state and
irregular actors will seek to emulate this by unconventional means, such as adapting
commercial capability and seeking to mitigate the advantages conferred by security space
on states. The emphasis on expeditionary capability will perpetuate dependence on
space capability, particularly for surveillance and communication. Justifiable aversion to
collateral effects will also underpin enduring emphasis on precision and discrimination,
which is dependent on space-based PNT. By 2040 this area may be more amenable to
non-space-based solutions.
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More prolific use of orbital space will increase the density of uncontrolled material. Space
debris will present an increased risk to the integrity of existing systems and services
through collision or other forms of interference. Active management will be required to
avoid collisions, as happened between US and Russian satellites in 2009. While a
catastrophic ‘domino effect’, of successive collisions is unlikely, certain orbits may become
unusable without significant levels of investment and international political and commercial
collaboration.

Widespread weaponisation of space by 2040 is possible. Primitive systems such as high-
altitude nuclear detonation to counter systems in low-earth orbit are already technically
feasible, and more sophisticated systems are under development. The introduction of
space-based weapons, capable of striking targets both in orbit and on the ground, will be
technically feasible, although political and treaty constraints are likely to limit their
deployment. The surveillance, intelligence and communication capabilities of space-
based utilities are likely to represent a critical vulnerability for technologically advanced
states and their militaries. Advances in novel weapons technology and the spread of
conventional technologies will result in widespread capability to deny, disrupt and destroy
satellites in low-earth orbit. However, for the majority of actors, relative fragility of other
aspects of an integrated space capability, such as the ground segment and radio
frequency communications with satellites, are likely to offer more attractive avenues to
negate hostile space capability.
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Exploitation of space for security purposes will endure
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Hot Topic - Ballistic Missile Defence

Ballistic missiles have been a feature of combat since the closing days of World War Il.
Their rapidly improved range and accuracy were driven by the Cold War imperative to
deliver strategic nuclear payloads, while robust, portable, shorter-range systems served to
give commanders a range of tactical options. Early attempts to counter strategic missiles
by developing credible ballistic missile defence (BMD) systems were seen as inherently
destabilising, since an asymmetric, comprehensive system would have amounted to a
second-strike capability. Consequently BMD systems were constrained by treaty
arrangements.

Over 5,000 missiles with ranges from tens of kilometres to several thousand kilometres
are now distributed across more than 20 countries. Concerns regarding missile
proliferation have prompted a re-evaluation of treaty constraints. Ballistic missile
proliferation is likely to continue through indigenous development of missile technology by
technically adept emerging powers, and the import and local adaptation of systems
procured through international markets. Although inter-continental systems will remain
the preserve of states, short-range tactical systems are likely to be acquired by some
irregular combatants. There is likely to be a correlation between inter-continental systems
and possession of nuclear payloads, given the expense and complexity of such systems.
Established nuclear powers may exploit the increasing accuracy of missile technology to
adapt long-range nuclear systems to carry conventional payloads. In the tactical domain,
however, similar systems may be employed to deliver conventional and a variety of CBRN
payloads. The existence of indistinguishable nuclear and conventional variants is likely to
cause misunderstandings.

Counters to tactical and theatre systems are based on development of legacy surface-to-
air missiles (SAMs) designed to attack air breathing systems, for example, the use of the
Patriot SAMs to counter SCUD missiles during the first Gulf War in 1991. These systems
will be supplanted by dedicated missile defence variants fielded by major powers. The
proliferation of modern SAMs, enhanced by indigenous modification, may yield a credible
BMD capability for emerging powers. This may extend even to irregular combatants,
though the level of protection offered is unlikely to be comprehensive.

Active BMD, the interception of missiles in flight, is one way in which the threat from
ballistic missiles can be countered; however, others include: arms control treaties,
embargos to prevent proliferation, deterrence, counterforce, passive defence and
collective protection. Nonetheless, the development of strategic BMD systems is likely to
continue along multiple technical tracks by the major powers. The various technical lines
of development, such as airborne lasers, space-based DEW or developed SAM systems
all have potential to succeed. International cooperation may allow deployment to contain
emerging missile-capable states, possibly under some ‘dual-key’ or shared basis.
Depending on the scale of the threat to be countered, it is possible that a combination of
systems is required to achieve the required level of protection. An over-arching battle
management, command, control, computing and intelligence infrastructure is essential to
maximise the effectiveness of the BMD engagement; additionally, this will link early
warning sensors and weapons systems together.
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Hot Topic — Novel Weapons

Out to 2040, the development and deployment of novel weapons is likely to become
widespread. There is likely to be continuing demand for weapon systems to be tailored
and adaptable, offering variable yields, detonation characteristics, degrees of precision
coverage and reduced logistic burden. They will need the ability to defeat national
strategic assets, infrastructure and forces in well-prepared defensive positions. This will
often be in difficult terrain, such as the urban environment.

Directed Energy Weapons (DEW) will be capable of discrete target discrimination,
producing a strike beam or field of electromagnetic energy, acoustic energy or atomic
scale particles to cause disruptive or damaging effects, at near instantaneous speeds, to
equipment, infrastructure or personnel. They will have widespread employment including:
hand emplaced ‘suitcase’ devices; and ground, sea and air-based systems, with
applications that include engine disablement and infrastructure attack. Although most
applications will be anti-materiel, and particularly effective against systems dependent on
optics or electronics, there will be developments in anti-personnel concepts, using
radiation to direct thermal energy to the skin of an adversary, or employ optical or acoustic
effects to cause behavioural change. Anti-materiel DEW will have to be carefully
evaluated at the early stages of procurement to ensure their effects are discriminate; they
will need to be capable of being directed towards the chosen military objective without
causing disproportionate collateral damage to civilians or civilian objects.

Radio Frequency DEW (RF-DEW) systems will be in general service across the
battlespace. As this becomes increasingly ‘digitised’, the need to protect vulnerable
electronic systems and networks will be important. Devices and platforms will need to be
hardened against these DEW threats, as part of a suite of electromagnetic environment
protection measures. RF-DEW systems will be designed to incapacitate and repel
personnel, with a low probability of fatality and permanent injury. Alternatively, they could
disable equipment, with minimal collateral damage. Systems will exploit the
susceptibilities of electronic-rich targets to non-ionising radiation. This capability is likely
to be delivered from stand-off platforms, with the effect ranging from temporary to
persistent disruption, or even permanent damage. Expected advances by the civil sector
will see a significant reduction in the size and weight of these systems. Furthermore,
developments in solid-state switching technologies are likely to enable cooperative
engagement by a swarm of small RF-DEW systems.

Laser DEW will also deliver a range of effects on sensors, including: electro-optical
countermeasures, for example temporary dazzle or disruption; or permanent sensor
damage, lethal effect or physical destruction. Initially the size, weight and cost of systems
will increase with the power of the laser source. However, as the efficiency of high power
lasers increase, reductions will be observed, allowing a wide range of delivery platforms
exploiting such systems.

Novel energetic materials technology utilises high-energy density materials, such as
molecular compaosites, nano-structured systems and meta-stable compounds such as
poly-nitrogen, to deliver performances many times that of current high explosives.
Enhanced blast weapons differ from traditional fragmenting munitions, in that they seek to
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incapacitate through maximising blast performance with reduced fragment damage.
Warheads will be able to deliver a range of attack modes. They will be capable of
delivering improved performance in the warhead and propulsion system, at a smaller size,
thereby reducing the overall logistics burden. Some nations already have the ability to
field an array of enhanced blast weapons, ranging from hand-held systems through
bespoke indirect fire platforms, to large air delivered munitions. As enhanced blast
weapons become more prolific on the battlefield they will have significant implications for
future tactical doctrine; their employment will need to remain within the confines of LOAC,
and will lead to advances in the design and use of counter-protection.

Environmental warfare will be capable of exploiting the delivery and spread of plant and
human pathogens through the release of remote controlled insect-machine hybrids or
insects, in order to cause physical, and subsequently, financial damage. Such methods
may be used as incapacitants or as lethal pathogens to attack humans. It will provide the
means for states or their proxies and terrorist groups to exert power.

Weather modification will continue to be explored. The aims are to obtain more water,
reduce hail damage, eliminate fog, or other similar practical result in response to a
recognised need. Manipulation of the weather may affect changes in operating
conditions, limit aviation flight envelopes, generate poor visibility while providing
concealment and disrupt lines of communications. Weather modification may also affect
morale. Analysis by the World Meteorological Organisation (WMO) has shown that, if
successful, rainfall enhancement and hail suppression operations could have significant
economic benefit. The WMO Atmospheric Research and Environment Programme notes
that there are several operational programmes in fog dispersion, rain and snow
enhancement, as well as hail suppression.
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Feedback for Global Strategic Trends — Out to 2040

This is the Fourth Edition of Global Strategic Trends and looks out to 2040. The trends
and outcomes highlighted throughout the document are evidence based and are the result
of discussion, analysis, assumptions and judgements. The team at DCDC would
welcome your feedback on any of the judgements or evidence contained within the
document. If you would like to comment please fill out the attached questionnaire and
return it to the postal address provided on the Contact Details page. Alternatively you can
fill in the form online at: www.mod.uk/defencelnternet/microsite/dcdc.

Your Details - (We are happy to receive anonymous responses; however, including your
details will enable us to follow up on any further comments you may have).

Name Surname
Organisation Country
Telephone E-Mail

1. How do you or could you envisage using Global Strategic Trends?

O (a) To inform policy and/or strategy.

O (b) To provide analysis for scenarios or other futures work.
O (c) As a reference or background reading.

O (d) To stimulate debate.

O (e) Not used.

Comments

2. How valuable is GST4 to your work or the work that your organisation does?

O (a) Essential

O (b) Important

O (c) Useful

O (d) Of interest
O (e) Irrelevant

Comments

3. Are there any judgements that you feel should be given greater emphasis, if so which
ones?

O (a) Yes

O (b) No

Comments
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4. How do you rate the judgements contained with Global Strategic Trends?

O (a) | strongly agree with the vast majority of the judgements.

O (b) | agree with most of the judgements.

O (c) On balance | agree with some judgements and disagree with others.
O (d) | disagree with most of the judgements.

O (e) | strongly disagree with the majority of the document.

Comments

5. How familiar were you with the issues raised in Global Strategic Trends?

O (a) Most of the issues in the document were familiar to me.

O (b) I am aware of some of the issues in the document but not others.
O (c) Most of the issues raised in the document were new to me.

O (d) All of the issues raised in the document were new to me.

Comments

6. What is your assessment of the Strategic Trends methodology and process?

O (a) The probabilities are useful and make the judgements easier to understand.
O (b) I did not use the probabilities but the judgements and outcomes are useful.
O (c) The judgements and the process are hard to understand.

O (e) The process is limited and the document is flawed.

Comments

7. In terms of its total value in highlighting likely outcomes and long term trends what
score would you give Global Strategic Trends out of 10?

Score /10

8. If you would like to provide any additional comments or feedback please use the space
below.
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